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Abstract- Greater the online privacy concern, the greater is the likelihood of a consumer to 

misrepresent and fabricate personal information. Ethical considerations should ideally be an 

inseparable part while dealing with consumer data or handling any private information about 

the consumer. These days it has been observed that marketers are invading the personal space 

of the consumer which is concerning them a lot. Ethics in marketing communication refer to 

being sensitive towards consumer concern for their privacy since the consumer feels 

victimized to some extent as his privacy is being invaded. The current study explores how 

online privacy invasion can lead to purchase or protective consumer behaviour. Marketers 

feel that they can cater to the consumer‘s desire for individualized attention and personalized 

communication by collecting their personal information and using it but are consumers 

prepared for this. This is where the question of privacy concern arise. Results suggest that 

consumer want control over the information which is being collected by the marketer and 

also they would want the regulatory agencies to formulate policies in this regard which can 

act as umbrella for the marketer to operate. Consumers would want to limit the amount and 

the depth of the information which is being collected and used by the marketer and they also 

want the marketer to be more sensitive and deal ethically with the personal consumer 

information. 
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INTRODUCTION 

Over the decades, marketing has been a process to sell goods and services produced by the 

business world. However, the modes of communication have undergone changes over a 

period of time in line with technological reforms, economic changes, changes in the operating 

environment of the business and most importantly, customer expectations.  

 

Every move of a consumer is being monitored, whether he is surfing the internet for 

relaxation, visiting a grocery store, using his debit or credit card to purchase any item in a 

mall. Every click on the internet is being tracked and every item purchased in a store is 

recorded with the smallest detail about it as to what time of the day it is being bought. 

Marketers are recording exactly what an individual consumer purchases, when and where 

he/she buys it and how often he/she buys it. 

The increased use of data gathering techniques such as database marketing and automatic 

data capture systems allow marketers to record actual purchase behaviour of the consumer 

and a lot of sensitive information about the consumer. The reasons behind using such data 



gathering techniques are the competitive forces prevailing in the market which are driving 

marketers to a great extent. 

From the marketer‘s perspective, the rationale behind the increased need to gather 

personalized consumer data is to cater to the consumer‘s desire for individualized attention 

and personalized communication. They can serve the customers in a better way by tailoring 

products to their specific needs and desires. Now the question arises as to whether is it ethical 

on the part of marketers to pass on this sensitive consumer information. 

Beyond the strategic importance of collecting customer data, a twofold challenge has 

emerged: statutory (as pertains to the law) and, above all, ethical (as pertains to respecting 

individual privacy concerns). 

Such information is being sold to other marketers for related direct marketing promotions but 

are consumers aware of how this information is being collected and used and passed on to 

others. This is where the question of privacy concern arises. 

Ethics in marketing communication refers to the morality shown by the marketer related to 

one of the 4P's of marketing that is, promotion. Out of the 4P's of marketing, promotion is 

one of the significant parameters which drive the firm's success. 

However, serious questions exist regarding the extent to which marketers should be allowed 

to gather and use personal information about specific consumers. Numerous surveys 

conducted in the past ten years indicate that consumers are concerned about what companies 

know about them, how companies obtain and use personal information, and the accuracy of 

the information used. 

Marketers‘ ability to access personal data also enables consumers to purchase products and 

services on credit, gain access to a wider variety of merchandise, and make purchases directly 

from the convenience of their home or business. Studies have found, for example, that many 

people would be upset if they were denied the marketing and credit opportunities made 

available through the use of personal information (Goodwin 1991). Thus, although some have 

identified privacy as an issue that threatens the foundations of direct marketing and retailing, 

uncertainty surrounds the depth of privacy concerns 

Consumer privacy is defined in terms of control over information disclosure and the 

environment in which a consumer transaction occur. 

 

Literature Review 

Vidmar, Neil and David H. Flaherty (1985) suggested that government and business leaders 

must take the initiative in developing both statutory and self-regulatory policies to protect 

personal privacy. The findings also suggest a desire to rely on government regulation of the 

collection of personal information in the private sector rather than on self-regulation. U.S. 

citizens have fears about privacy, distrust both government and private organizations that 

collect information, and report surprisingly high levels of privacy invasions. 



Goodwin, Cathy (1991) cited that Privacy has been associated with human dignity and 

respect for others [Benn 1971]. As consumers become aware of privacy issues and demand 

protection, they may also become aware of other aspects of the marketing relationship that 

reflect the firm's implicit respect for its customers. Thus, a trend toward more global 

standards for treatment of consumers, including courtesy and respect, may be evolving, and 

consumer rights may be more closely understood in terms of basic human rights. 

Wang, Paul, and L.A. Petrison (1993) cited that personal privacy is a salient and relevant 

issue to many people. However, consumer attitudes about marketers‘ use of their personal 

information varied widely depending on the situation, the perceived reputation of the 

company using the information, and the relevance of the products being sold to the subjects‘ 

own personal needs and wants. Through this study, the implication for direct marketers seems 

to be that it will be crucial for them to become more sensitive to privacy concerns, and to 

exercise good judgment when conducting database marketing activities. 

 

Glen J. Nowak, and Joseph Phelps (1995) suggest that privacy does not matter when 

consumer willingly supplies the information to the marketer, for a specific purpose, which is 

known to the consumer. The marketer uses that information only for the purpose it was 

originally collected. Privacy may matter unless Consumers are made aware anytime 

individual-level information is king collected. Marketers inform consumers of the uses of the 

information that consumers are asked to provide and marketers' allow consumers to "opt-off' 

lists, etc., that are sold, traded, or rented to other marketers. However, privacy matters when 

Consumer is unaware of information being collected and therefore unaware of the uses of that 

information. Consumer supplies the information for one purpose and the information is used 

for other purposes without the consumer's knowledge or consent.  

AJ Campbell (1997), found that there was a discrepancy between consumer and managerial 

views about information privacy. Most managers in the sample felt that the main issue about 

information was one of targeting, rather than privacy. Consumers focused on the potential 

abuses of information whereas the managers in our sample tended to focus on the potential 

benefits to consumers of better-targeted direct marketing campaigns. The researchers found 

that consumers were still largely unaware of how information about them is gathered and 

used. However, once the consumers were educated in this regard, they expressed standards 

for privacy protection higher than most company guidelines or legal standards. 

Joseph Phelps, Glen Nowak, Elizabeth Ferrell (2000) found that public policy and self-

regulatory efforts to alleviate consumer privacy concerns should provide consumers with 

more control over the initial gathering and subsequent dissemination of personal information. 

Such efforts must also consider the type of information sought, because consumer concern 

and willingness to provide marketers with personal data vary dramatically by information 

type. The findings consistently reveal a strong relationship between respondents‘ level of 

concern over the ways companies use personal information and respondents‘ information-

related beliefs and behaviors. Respondents who were very concerned were significantly more 

likely than other respondents to (1) believe there should be limits on how much information 

companies can collect from consumers, (2) believe it is wrong for companies to provide 

https://onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Nowak%2C+Glen+J
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customer mailing lists to other companies or organizations, and (3) have requested that a 

company or organization remove their name from a mailing or telephone calling list. 

EM Caudill, PE Murphy (2000), cited that companies are looking for the means to market to 

customers in the present and may fail to see how their actions affect their long-term success 

in this medium. The Paper also proposed that ethical standards, not just policy statements, 

should be adopted in confronting online privacy concerns. Several positive recent 

developments, including increasing industry and government dialogue and the growing use 

and enforcement of privacy standards, signal an enlightened emphasis on privacy. 

Timothy R. Graeff and Susan Harmon (2002) cited in their paper ―Collecting and using 

personal data: consumers‘ awareness and concerns‖ about how consumers are becoming 

increasingly concerned about the privacy of their personal information and information about 

their purchase behaviours. Results suggest that concern about the use of personal information 

vary by demographic market segments. Results from a telephone survey of 480 consumers 

suggest that even though consumers are concerned about how personal information is 

collected and used, very few consumers are aware of how discount (loyalty) cards are used to 

collect personal level purchase data. 

 

K Brahmbhatt (2015) cited that out of the 4P's of marketing, promotion is one of the 

significant parameters which drive the firm's success. Marketing of promotional 

communication has a significant impact on consumer psychology and their behavior in the 

consumer market. Ethicality in every communication campaign plays a very vital role in 

generating a good brand image for the organization. 

 

Purpose of Study 

Information privacy is defined as the ability of individuals to determine the nature and extent 

of information about them which is being communicated to others. Technology has enabled 

direct marketers to capture and manipulate increasing amounts of information about current 

and potential customers. With the interactive information technology available today, 

marketers can create and maintain an organizational memory on each individual consumer, 

his or her preferences, behavioral patterns, and many other characteristics. 

Growing numbers of marketers are assimilating information about individual consumers, 

renting or exchanging data files or lists that describe the habits and characteristics of 

individual consumers, segmenting consumers on the basis of their characteristics or 

behaviors, using highly targeted and ―one-to-one‖ marketing strategies, and establishing 

loyalty programs based on individual customers‘ purchases.  

Marketer may feel that he is doing good to the customer only by keeping a track of consumer 

information and passing it on to others in order to tailor his offerings as per the customer‘s 

need and desires. Then on what grounds, marketer can justify it and whether the control 

should be given in a consumer‘s hand to filter the information as to what information can be 

collected and in what manner to be used. 



While marketers have traditionally assumed that the data they collect about customers 

belongs to their companies, most consumers want protection against unwarranted uses of 

personal information with minimal damage to their increased choice and flexibility as 

consumers. 

 

There is a contradiction here since marketers assume that by collecting customer data and 

passing it on, they can tailor their offerings to suit the specific needs of the consumer. 

However, the consumer feels victimized to some extent since his privacy is being invaded. 

The violation of privacy depends on: 

(1) Consumers‘ control of their information in a marketing interaction (i.e., Can consumers 

decide the amount and the depth of information collected). 

(2) The degree of their knowledge of the collection and use of their personal information. 

 

Key Findings and Data Analysis 

During August and September 2017, PwC surveyed a nationally representative sample of 

2,000 people over the age of 18 via an online survey and video interviews.  

 

 Consumers want control over their data, but don‘t feel like they have it 

Only 10% of consumers feel they have complete control over their personal information. 

More than half of consumers (53%) say they would make an effort to get their personal 

information back from a company if they had the option. 



The stakes are high. If companies don‘t adequately protect consumer data, they risk suffering 

consequences from regulators and backlash from consumers who say they will take their 

business elsewhere. 

71% would stop doing business with a company for giving away their sensitive data without 

permission. 

 

 

 

Consumers’ trust varies by industry 

In PwC‘s 20th Global CEO Survey, 69% of CEOs said it is becoming much more difficult for 

businesses to earn and keep trust in a digital world. 

Our research on consumer attitudes found that their trust varies by industry. 

 Banks and hospitals tie as most trusted when it comes to privacy and cybersecurity, 

outranking healthcare providers, nonprofits, and online retailers. 

 Social media companies, advertising agencies and startups are less trusted than firms 

in other sectors and need to be proactive in maintaining consumer trust. 

 

                 

 

 

 

 

 



Who should be responsible for ensuring data is safeguarded and used responsibly? 

 

 

Consumers want both companies and the government involved, but say companies bear a 

larger share of the responsibility. 

Companies should do more than what‘s required by law—proactively managing 

cybersecurity and privacy risks in a way that goes beyond a compliance ―checklist‖ approach. 

Consumers also expect more from regulators when it comes to protecting data.  

 

 

Data which Respondents Feel Most Protective About 

 92% people listed banking data as the top concern. 

 79% respondents listed password and 66 percent people listed government authorised 

documents like PAN, Aadhar etc as areas of concern. 

 52% people claim they feel protective about their location data. 

 About 48% respondents feel protective about their phone numbers. 

 

 
                  Source: Annual Consumer Survey on Data Privacy in India 2018 
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The model examines the link between six antecedent variables (attitudes towards relationship 

marketing, third-party seal assurance, previous online experience, time spent online, gender and 

income) and Online Privacy Concern (OPC), and the link between OPC and two variables that 

represent consumers’ behavioural consequences (purchases over the Internet and protective 

behaviour). 

OPC is defined as concerns about what data is being collected by online marketer and how it will be 

used, while the invasion of privacy on the Internet is the unauthorised collection, disclosure, or other 

use of personal information (Wang, Lee, and Wang, 1998). When individuals perceive that 

information will not be used fairly and that there will be negative consequences, they will be less 

likely to engage in online activities that require information disclosure. Individuals with high privacy 

concerns will seek to minimise their vulnerability by limiting Internet activity. 

Various measures of OPC have been provided in previous research. Malhotra, Kim and Agarwal 

(2004) developed the measure for information privacy concerns for online consumers, which 

includes the control over personal information, awareness of privacy practices and data collection, 

while Dinev  and Hart (2004) used two dimensions for Internet privacy concerns: abuse of personal 

information and information finding.  

Past research  has  examined  and identified various  antecedents and  consequences of  OPC, 

including  Internet  literacy, social  awareness, Internet  privacy risk, web vendor privacy-related 

intervention, several demographic variables, personality  traits,  company privacy  policy,  culture  

values, perceived convenience, reputation of a website, prior negative experience, website 

informativeness, trust, perceived control, Internet use, third party  seal assurance (Li, 2011). As for 

the consequences, the following variables were identified  as being important: trust, intention to 

return to the company’s website, attitude toward the website, unwillingness to shop online, 



willingness to provide information to transact, intention to purchase online and actual purchases, 

protective behaviour (Li, 2011). 

Despite the fact that various antecedents and consequences of Internet privacy concerns have been 

identified, the results are not consistent, and much uncertainty still exists, especially in 

underdeveloped, post-transition and catching-up economies. In this study we fill the gap in the 

literature by examining a few important variables on OPC and its consequences on consumer 

behaviour in the same model.  

There is a negative link between attitude towards relationship marketing (ATRM) and OPC, meaning 
that positive consumer perceptions might decrease OPC. 
 
Third-party seal assurance (TPSA) has evolved as a major self-regulatory practice, which includes a 
seal granted by an entity to website or businesses for display (e.g. TRUSTe and BBB9). The 
certificates are typically conferred on the websites by the government, institutions or mass media. 
The conferred websites display the certificate so that visitors recognize that their privacy protection 
is secured. Such third parties offer to verify, monitor, and review data collection and usage practices, 
handle consumer dispute resolution, and offer privacy compliance seals and enforcement 
mechanisms. 
Several studies show that seal programs might reduce OPC (Miyazaki and Krishnamurthy, 2002; Nam 
et al., 2006). However, Kimery and McCord (2002) found that third-party assurance seals had no 
influence on consumers’ trust of a specific e-retailer, with the exception of the use of one particular 
seal. However, if we take into consideration that TPSA might increase users’ trust, confidence and 
encourage them to disclose their information and engage in e-commerce when perceived risk is high 
(O’Neil, 2001), the following is proposed: The presence of TPSA is negatively related to OPC. 
 

Previous studies show that privacy concerns might vary based on individual personal experiences 
with marketers. Users’ experience with information disclosure can be either positive or negative. If a 
company does not meet consumer expectations, negative feelings and negative experiences appear.  
Previous studies show that the more consumers have had negative previous experiences, the more 
concerned are they about their privacy, and more reluctant to provide personal information 
(Okazaki, Li and Hirose, 2009; Yang, 2012). A single event that induces a negative experience can 
increase privacy concerns, even if users have mostly positive experiences (Okazaki, Li and Hirose, 
2009). Users’ negative previous experience may weaken consumers’ trust and increase their 
perceived risk of responding to advertising, and might increase individual’s tendency to protect their 
behaviour on the Internet (Cho and Cheon, 2004; Yang, 2012). Based on past research, the following 
is proposed: Prior negative online experience increases OPC. 

 
The impact of time consumers spend online on OPC is complex. Knowledge accumulated through 
time spent on Internet can affect OPC both negatively and positively. Some studies suggest that 
frequent use of Internet increases OPC, as frequent users are more exposed to privacy threats (Yao 
and Zhang, 2008; Okazaki, Li, and Hirose, 2009). However, as the knowledge of privacy issues 
accumulates, an individual may become more concerned about online privacy. With further 
accumulation of such knowledge, individuals may learn how to avoid privacy risks and become less 
concerned (Li, 2011). Hence, the following is proposed: The more time consumers spend online the 

less OPC will be. 
 
Also studies have found that women are more concerned about online privacy than men. Although 

income was not found to  have a  significant impact on  OPC (Li, 2011), many  studies  indicate  that 

higher  income  consumers are  less concerned about their privacy than low income consumers (Milne 

and Boza, 1999; O‘Neil, 2001; Graeff and Harmon, 2002). Therefore, the following is proposed in 



regard to income: Consumers with a higher level of income are less concerned about their online 
privacy than lower income consumers. 
 
This study also showed that the greater the online privacy concern, the greater is the likelihood of a 
consumer to misrepresent and fabricate personal information. Sheehan and Hoy (1999) showed that 
as individuals’ concern with privacy increases,  the  frequency with which  consumers register for a 
web site will decrease, the frequency with which they provide incomplete information to web sites 
which request information will increase, the frequency with which  they contact an  Internet Service 
Provider  about unsolicited e-mail will increase, the frequency with which they send a highly 
negative message to those  sending  unsolicited  e-mail  will  increase  and  the  frequency  with  
which they request their names be removed from mailing lists will increase. The study of Son and 
Kim (2008) showed that except for misrepresentation, privacy concerns had a positive impact on the 
other five types of behaviours: refusal to provide information, removal of information, negative 
word-of-mouth, complaining to the company, and complaining to third parties. Based on past 
research, the following is proposed: Consumers who are more concerned about their online privacy 

more often engage in protective behaviour. 
 
 

E-commerce Companies 

 On the e-commerce front, 42.4% respondents said that they do not trust e-tailers. 

28.2% gave a neutral response. Only 29.4% respondents believed that they can trust e-

commerce firms with their personal data. 

 

      S  

                 Source: Annual Consumer Survey on Data Privacy in India 2018 

 

The results suggest that consumers who perceive threats to their privacy will respond with 

defensive actions such as a refusal to purchase or the withholding of important information. 

Our findings also imply that ensuring online privacy will reduce negative consumer 

responses. Many of these responses can increase costs for marketers, deter online consumers, 

https://www.analyticsindiamag.com/annual-consumer-survey-on-data-privacy-in-india-2018/
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and ultimately all of which work to reduce the effectiveness of database marketing and CRM 

initiatives.  

Online marketers rely on consumer-provided information as a vital source of data from which 

they can accurately target prospective customers. Therefore, reducing privacy concern and 

subsequent negative consumer responses will lead to improved marketing effectiveness.  

Results demonstrate that consumers look to both organizational and public policies to 

safeguard internet privacy. Through the establishment of a relation between these external 

factors and privacy concern, it seems very likely that consumers depend on these policies as a 

yardstick for reliability. Most organizations have been reactive in their management of 

privacy issues, waiting for the occurrence of an external threat before crafting cohesive 

policies (Smith, 1994). Clarke (1999) proposed that organizations rely on corporate 

innovation and self-regulation to handle the online privacy issue. However, he added that 

organizations were only marginally restrained by professional and industrial association 

codes, which implies that greater emphasis on business policies is needed to enhance privacy 

protection.  

Results agree with Gauzente and Ranchhod‘s (2001) view that organizations who pay close 

attention to the regulatory aspects of web-based technologies would enjoy substantial 

marketing benefits in the long run. Based on our results, one way to achieve a reduction in 

consumer privacy concern is via improving an organization‘s privacy policy. This may be 

accomplished through greater self-regulation and third party accreditation (Hiller and Cohen, 

2001).  

At the very least, businesses should adopt a privacy policy incorporating the basic principles 

of notice, choice, security, review, and correction. Companies must ensure that privacy 

policies are highly visible on their web sites, and that the policy is crafted in a language 

simple enough to understand, and yet comprehensive enough to be effective. Marketers 

should keep updating their privacy policies in step with the evolving technological 

environment.  

To further reduce privacy concerns organizations can consider venturing beyond the 

establishment of general privacy policies (Culnan, 1999). Furthermore, corporate policy 

makers can ensure the presence of compliance mechanisms that support and check on the 

marketing and collection activities of their organization and related parties. Resources may be 

set aside for audit teams to watch over the marketing functions of online businesses to ensure 

that they meet industry and company standards for privacy protection.  

Ultimately, consumers will be more willing to divulge truthful information, do business 

online with, and resort to fewer defensive measures in connection with businesses that they 

feel adhere to high ethical standards of data protection.  

Several implications for public policy makers can be drawn. First, our results help to address 

the question of whether government intervention in privacy matters is justified. While the 

USA has several statutes to protect individual privacy (e.g. The Privacy Act of 1974, The 



Right to Financial Privacy Act of 1978, The Health Insurance Portability and Accountability 

Act 1996), most acts are intended to protect individuals from government intrusion or a 

particular perceived misuse of information rather than as part of an overall information 

protection system to address businesses‘ use of personal information (Hiller and Cohen, 

2001). Legislators and academics are divided on whether data protection should be regulated 

or left to self-policing by corporations (Reidenberg, 1996). Results indicate a positive 

influence of perceived regulatory levels on consumer privacy concerns. This suggests that 

consumers would be supportive of a stand that seeks to further define and improve the legal 

framework for protecting their privacy on the internet (Hiller and Cohen, 2001).  

Second, we propose that governments should consider overseeing corporations‘ third party 

accreditations and firm and industry self-regulation. If a company endorses the use of third 

party privacy watch groups and internal audits, who is then responsible for the effectiveness 

of these watchers. It is thus encouraging that legislature should be made responsible for 

keeping a watch over these third party watch groups and internal auditors.  

Third, privacy concern leads to poor quality data, organizational decision-making, and 

ultimately inefficient use of resources in private as well as public sector organizations. In 

addition to the commonly observed falsification of personal information, recent news reports 

confirm that many consumers have even resorted to the creation of virtual entities to replace 

their ―real‖ selves. Others have taken on false (or stolen) identities (Milne et al., 2004). As a 

result, it seems that unless privacy concerns are addressed, marketers increasingly will collect 

large amounts of inaccurate or even false data. Similarly, these defensive consumer responses 

will influence the accuracy of public information that governments rely on as a vital source of 

data from which to draw policy directions.  

Finally, public policy efforts to improve privacy protection should be communicated to the 

public along with the creation of a response outlet for privacy concerns. Furthermore, to 

ensure that consumers perceive the relevance of regulation, there is a need for legislative 

processes to keep pace with advances in technology. 

 

Conclusion 

Maintaining a consumer database along with Internet marketing holds a tremendous potential 

for businesses and consumers, but it may also cause privacy violations. The balancing of 

beneficial uses of these data sources with the privacy rights of individuals is truly one of the 

most challenging public policy issues of the information age.  

 

Consumers in the Internet marketplace want to control what personal information is disclosed 

about them, to whom, and how that information will be used and further distributed. There 

should be imminent integration of business self-regulation, regulated law enforcement, and 

the consumer‘s ability to enhance individual privacy protection through the use of 

technology. There remains much that needs to be done in order to make the Internet a widely 

acceptable marketplace for the exchange of goods and services between merchants and 

consumers.  



 

Through this study, the marketers may become more sensitive towards consumer concern 

when their privacy is being invaded. This would encourage them to propose measures to be 

taken in order to make the marketer‘s behaviour more ethical while dealing with the 

consumer information. They may be encouraged to modify their standard operating 

procedures.  

Also, making the government and the legislative bodies aware about the issue which can 

encourage the formation of policies and framework by them which can act as an umbrella for 

marketers to operate. Consumers may be motivated to define which information can be used, 

when and how it can be used. The reigns would be in the hands of consumer where he will be 

able to quantify his information. 

 

Consumers are protective about their financial data and security information, but not many 

read the basic privacy policies before clicking on the ‗I agree to the terms and condition‘ 

button. Personal data should not be trusted in the hands of third-parties, where they love to 

use your data for their own gain and sometimes tend to misuse it. Users must not just give 

away their data, they should own and control their data without compromising security or 

limiting authorities and companies ability to provide personalised services to them.This may 

force India to follow European lead in regulating online service provider. Currently, data 

protection laws in India are too narrow. The IT Act, 2000 do not address the need for a 

stringent data protection law being in place. It only contains a provision regarding cyber and 

related IT laws in India, and delineates the scope of access that a party may have. The IT Act 

and the Personal Data Protection Bill, which were introduced in Parliament in 2006, are yet 

to see the light of day.  
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