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Abstract 

Purpose –The study aims to find out the awareness among students of higher educational 

institutes about cybercrime against women in Delhi.  

Design/methodology/approach –A self structured questionnaire was prepared to conduct 

survey to collect responses from students of higher educational institutes. Total 300 

questionnaires were distributed out of which only 210 responses were found usable for 

analysis. Parametric tests were used to analyze the data. 

Findings – A significance difference was found among the awareness about cybercrime on 

the basis of gender of students. Number of hours used by students on internet is also 

positively associated with the awareness level of cyber crime. Whereas Age and Qualification 

of students are not positively associated with the awareness level of students of higher 

educational institutes. 

Research limitations/implications –The study is limited to the students of Higher 

Educational Institutes of Delhi only. It may not be applicable to awareness level of students 

of other states of India. 

Practical implications –The observations of this study may be useful for police departments, 

law officials and cybercrime and security organizations in framing certain norms. Further it 

can be used to prevent or combat with the alarming situation of cybercrime in the country.  

Keywords:Cybercrime, students, Delhi, Awareness. 

Paper type- Research paper 

 

I. Introduction: 

The current economy can be characterized as digital economy. Internet is considered 

as the most valuable tool for sharing of data and other relevant information. Internet 

has become the fastest and very important medium of communication (Dr Neeraj 

Kasuhik, 2014). Considering the positive aspects, the unique convergence of digital 

gadgets like smart phones, computers and internet has helped in making the world 

wide communication with friends, family and business partners. Currently, people are 

entirely dependent on the internet for office chores such as e commerce, trading on 

the share markets, business deals, and weather forecasting. The dependence is not 

limited to the official purposes but has been extended for the personal use such as 

fitness apps, games, sharing pictures on social media, fun activities and for 

entertainment purposes. However, this too much of opening of gates for the 



digitalisation in our lives has paved a way for establishing the roots for cybercrimes in 

all the directions. Crime using internet is known as cyber-crime. According 

to (DhaweshPahuja, 2011), stalking on the internet, stealing confidential 

information, Intellectual properties and trademarks, defaming about the target party 

all are referred to as Cyber Crime.  As per the studies available in the literature, 

female citizens are found to be the most targeted ones. Therefore, safeguarding the 

female netizens from the cybercrimes is becoming a challenging task with the 

increasing internet penetration in India and its convergence with digitally supported 

platforms and gadgets, (Dr.ArchanaChanuvaiNarahari&Vrajesh Shah, 2016).Cyber-

crime is a global phenomenon and women are the soft targets of this new form of 

crime. It has become as a challenge for national and economic security. The major 

cyber-crimes reported, in India, are pornography, defaming, Email Spoofing, 

Harassment via mails, virtual rapes etc. With the advancing digitalisation, Cybercrime 

against women has become an alarming and high priority issue. To ensure cyber 

safety, the need of the hour is to ensure awareness about the existence of the various 

mediums and types of cybercrimes. Therefore, the present study aims to investigate 

the awareness of cyber-crime against women among the students who are studying in 

the Higher Educational Institutes of city Delhi. The study attempts to identify the 

difference in the level of awareness on the basis of gender, age and qualification. 

II. Review of Literature: 

India in spite of the IT act passed in 2000 is still not able to combat the cybercrimes. 

Information Technology which was created to serve for useful and productive 

purposes is currently used as a medium to commit crimes by sharing offensive 

contents over the web. Women and Children are found to be the main victims. As per 

the National Crime Records Bureau report of 2016, there has been an increase in 

cyber incidences in 2016 from its previous year by 2.9 per cent. Following is the 

description of the literature available on the cybercrimes against women. 

 

S.No. Author’s Name Year Research Objectives Description 

1 Halder and 

Jaishankar 

2009 To identify the 

attributes leading to 

the online 

victimisation of 

The lack of awareness 

about safety modes and 

improper gender 

sensitive laws were 



women in India found to be the reasons 

leading to the 

victimisation of 

women. 

2 Mehta and 

Singh 

2013 To reach the 

difference in the level 

of awareness of cyber 

security and laws on 

the basis of gender 

and occupation. 

The results indicated 

more the awareness 

about the cyber 

security and laws 

among the male users 

of internet services as 

compared to those of 

the female. Similarly 

employee users were 

found to be more aware 

as compared to the 

non-employee users of 

internet services. 

3 Agarwal and 

Kaushik 

2014 To explore 

cybercrimes and 

online security 

vulnerabilities against 

women 

Lack of specific 

provision was found to 

protect security for 

women and children in 

IT Act 2000. This 

problem can be solved 

only when 

victimization against 

women would be 

reported to competent 

authorities. 

 

4 Goel 2014 The main objective of 

this study was to 

investigate the level of 

awareness about 

The findings of this 

study was that 

awareness level for 

cyber-crime does not 



Cyber Crime among 

B.Ed. Teacher 

Trainees. 

affected by the Gender 

of Bed teachers 

whereas demographic 

area and stream of 

study have significant 

influence on awareness 

level. 

5 Aggarwal 2015 To create awareness 

about the cybercrime 

and cyber law made to 

combat it 

The author discussed 

various types of 

cybercrimes that 

internet users face such 

as Hacking, 

Defamation, Frauds, 

and Phishing etc. and 

discussed the IT Act 

2000 that was enacted 

to fight against the 

cybercrimes. 

6 Narahari and 

Shah 

2016 To find out the 

significant difference 

of awareness on the 

basis of internet users 

regarding cybercrimes 

and to design a 

framework to uphold 

the awareness 

programmes among 

internet users to curb 

the cybercrimes and 

cyber security. 

It was found that lack 

of awareness of 

cybercrimes and cyber 

security prevails 

among the internet 

users. 

The authors suggested 

certain measures such 

as educating everyone 

on the cybercrimes, 

vigilant surveillance of 

the government can be 

undertaken to combat 

such cybercrime issues. 

7 Sukanya and 2017 1. To find out the It was found that some 



Raju significance of 

relationship between 

familiarity of 

Information 

Technology Act and 

awareness among the 

respondents. 2. To 

find out the familiarity 

of youth with the 

various cyber-crimes 

in cyber space 3. To 

understand the 

familiarity of youth 

with computer 

security measures 

of the students are still 

not aware of the IT Act 

2000, On an average 

almost 50 % are even 

not aware about the 

prevailing cybercrimes 

that exists in this 

highly sophisticated e 

world. Therefore it has 

been suggested to 

conduct awareness 

programmes and 

introduce the basic 

ethics and etiquettes of 

using internet services 

in the curriculum.  

8 Mokha 2017 1.     To examine the 

relationship between 

education level of the 

respondent and the 

awareness of cyber-

crime and security. 

2.       To examine the 

relationship between 

various age groups of 

the respondent and the 

awareness of cyber-

crime and security. 

3.       To find out the 

internet usage of the 

respondents. 

4.       To find out the 

level of awareness on 

It was found that 

people are only aware 

about the hacking and 

virus but are unaware 

about the other related 

crimes.  Also 48 %of 

the respondents share 

their personal 

information even when 

they don‟t know the 

person.  



safety while using 

personal computers 

and internet among 

internet users 

regarding cyber-

crimes. 

 

9 Sreehari et.al. 2018 1. To understand the 

awareness of 

cybercrime among 

college students in 

Kochi 

 2. To analyse the 

awareness of the 

various government 

schemes and 

programmes to 

combat cybercrimes 

among college 

students in Kochi.  

3. To find out the 

various precautions 

taken by user to 

prevent cybercrime. 

The results indicated 

that most users were 

only aware about 

hacking as compared to 

other cybercrimes and 

were not properly 

aware of the laws 

available.  

It was found that only 

few users take 

necessary safety and 

precautionary measures 

such as changing their 

passwords timely also 

hardly anyone reports 

about the spam 

messages received at 

times. 

 

III. Objective of Study and Hypothesis: 

 

 Main Objective: 

The main purpose of this paper is to find out the relationship between 

awareness and demographic variable of students of higher educational 

institutes of Delhi about cybercrimes against women  

 Sub Objectives 



1. To compare the awareness of students about cybercrimes against women on 

the basis of their gender 

2. To compare the awareness of students about cybercrimes on the basis of No. 

of hours used on internet 

3. To compare the awareness of students about cybercrimes on the basis of their 

education level 

4. To compare the awareness of students about cybercrimes on the basis of  

different age groups 

 

 Research Hypothesis: 

1. Ho1: There is no significance difference between Awareness level of Male 

and Female Students of Higher Educational Institutions. 

2. Ho2: There is no significance difference between Awareness level of different 

categories of Number of hours used on Internet by Students of Higher 

Educational Institutions. 

3. Ho3: There is no significance difference between Mean Score of Awareness 

level of different categories of Age groups of Students of Higher Educational 

Institutions.  

4. Ho4: There is no significance difference between the mean score of 

Awareness level for Qualification of Students of Higher Educational 

Institutions. 

IV. Conceptual Clarification (Concepts and Terminologies related to Study) 

 

 Cyber Stalking: It is a type of online harassment and involves following an 

individual‟s movements on the Internet, entering chat rooms and bombarding 

with messages using offensive language (Aggarwal and Kaushik, 2014). It is 

one of the mostly reported crimes against the women (Uma, 2017).  As per the 

report of European Institute of Gender Equality, two high profile cases in 

2017 were reported wherein rapes were streamlined using Facebook live 

function in USA and the other in Sweden. In India, as per the report of 

Feminism in India, the definition of stalking has been extended to include 

online behavior under Criminal Law Amendment Act of 2013. Any individual 

convicted for cyber stalking in India will face three years of imprisonment for 

first offense and it may rise to five years for subsequent offenses.  



 

 Cyber Defamation: It is an act undertaken to injure the reputation of an 

individual in the eyes of the third person. It is done by posting defamatory 

information about the victim over the internet (Agarwal and Kaushik, 2014). In 

India, first case with regards to the defamation was in the corporate world where 

in the defendant had send defamatory and abusive emails all over the world in 

order to tarnish the image of the company (Didwania, 2013). 

 

 Email Spoofing: In this, the address of the sender of the email is altered and it 

seems to appear that the mail has been received from a known or an authentic 

person (Agarwal and Kaushik, 2014). It is also related with Impersonation 

where one person represents to be another i.e. cheating by pretending to be 

another person (Uma, 2017). Here the harasser by hiding his true identity can 

drag the female into emotional relationship and blackmail the victim 

(Halderet.al., 2010). 

 

 Cyber Pornography: It is an act of publishing pornographic material using the 

cyber space. It involves putting into circulation offensive information and 

making profits from it (Uma, 2017). This includes pornographic websites, 

videos, pictures, writings etc. Abusive material with offensive illegal content 

over the internet is highly commercialised. First case in regards to this in India 

was reported in Chennai court in 2004. A wide range of study was undertaken by 

the The US Carnegie Mellon University where in evidences on child and 

computer pornography was collected (Ramdinmawii et. al., 2014).  The DPS 

MMS case of a school girl in a compromising situation that spread over the 

internet overnight is an example for this (Misra, 2013). 

 

 Cyber Morphing: In this, the personal photographs of women are taken from 

the internet and other social websites and used for the pornography or other 

purposes (Halderet.al., 2010). It involves editing of the original pictures by 

unauthorised users. Such activities are carried to tarnish the image and malign 

the individual‟s character (Uma, 2017). 

 



 Cyber Harassment via Emails: It is a repetitive and unwanted behaviour 

undertaken to disturb or create a sense of fear among the individual through mail 

(Misra, 2013). It is similar to harassing using letters and may include 

blackmailing, threatening, bullying, and even cheating via email (Agarwal and 

Kaushik, 2014). The harasser continuously keeps sending friend request on 

social media, regularly peep or post on the victim‟s wall, joining social groups 

where the victim is a member etc. (Citron, 2009). 

 

 Cyber Hacking: This involves hacking the target‟s account and using their 

personal information for evil purposes (Singh, 2015). As per a Baseline survey 

report of Cyber Victimisation in India prepared by Halder and Jaishankar, 2010, 

46.6 % of the sample size had experience hacking and 9.6 % are not even aware 

about their accounts being hacked.  

 

 Virtual Rape via Cyberspace: This involves threatening women by constantly 

posting messages like, “I will tear you up or I will rape you or your identity will 

be ruined. This pushes other members to make comments on the targeted women 

on the social media. This gradually makes the victim‟s account a hot topic of 

discussion and ultimately malign her character. This is considered to be the most 

violent type of victimisation (Whitty, 2005; Citron, 2009). 

 

V. Research Methodology 

 Research Setting and design: 

The study aims to find out the awareness among students of higher educational 

institutes of Delhi about cybercrime against women. For sampling design 

convenient sampling method was used. The source of data collection was primary 

data as a structured questionnaire was distributed for survey among students. 

Parametric test was used to analyse the data by coding the data in SPSS. 

 Sampling Design 

 Convenient Sampling method has been used for sample selection and an 

attempt was made to include different education level and different age groups of 

higher educational institutes. 

 Data Collection tools and sources of data collection: Data was collected 

through primary sources by using survey method. The self structured 



questionnaire consisting 14 questions was prepared and 4 point scale has 

considered. For extensive literature review secondary sources in form of 

published books, articles and records have been used. 

VI. Data Analysis & Interpretation 

 Gender-Awareness 

 

Ho1: There is no significance difference between Awareness level of Male and Female 

Students of Higher Educational Institutions. 

Table: 1 

 

 

 

 

 

 

The above table shows the Levene's Test for Equality of Variances by using hypothesis 

testing where significance value was more than 0.05 which means equal variances assumed.  

Table: 2 

Independent Sample Test 

Parameter 

t-test for Equality of Means 

T Df Sig. (2-tailed) 

Awareness about cyber crime -2.720 208 .007 

 

Interpretation: The significance value  is less than 0.05 in awareness about cybercrime, 

which means null hypothesis should be rejected means significant difference of awareness 

about cybercrime between male and female students of higher educational institutes of Delhi.  

 No. of Hours-Awareness 

 

Group Statistics 

 
1# Gender N Mean Std. 

Deviation 

Std. Error 

Mean 

awareness 
Male 96 1.667 .5421 .0553 

Female 114 1.883 .5955 .0558 



Ho2: There is no significance difference between Awareness level of different categories 

of Number of hours used on Internet by Students of Higher Educational Institutions. 

Table: 3 

Group Statistics 

 No of hours N Mean Std. Deviation Std. Error Mean 

awareness 

less than or equal to 8 

Hours 

115 1.696 .5612 .0523 

greater than 8 hours 95 1.891 .5883 .0604 

 

Table: 4 

Independent Sample Test 

Parameter 

t-test for Equality of Means 

T Df Sig. (2-tailed) 

Awareness about cyber crime -2.448 208 .015 

 

Interpretation: The above table shows the Levene's Test for Equality of Variances by using 

hypothesis testing where significance value was more than 0.05 which means equal variances 

assumed. The significance value  is less than 0.05 in awareness about cybercrime, which 

means null hypothesis should be rejected means significant difference of awareness about 

cybercrime between number of hours used on internet by students of higher educational 

institutes of Delhi.  

Age -Awareness 

Ho3: There is no significance difference between Mean Score of Awareness level of 

different categories of Age groups of Students of Higher Educational Institutions.  

Table: 5 

Test of Homogeneity of Variances 

awareness   

Levene Statistic df1 df2 Sig. 

.148 2 206 .862 



 

 

Interpretation: The significance value is more than 0.05 which means null hypothesis 

should be accept. It signifies that there is no difference of awareness level of students about 

cybercrime on the basis of  different age group. 

Multiple Comparisons 

Table: 7 

 

Dependent Variable:   awareness   

Tukey HSD   

 

Age in years Age in years Sig. 

Below 18 
Between 18-21 .488 

Above 21 .146 

Between 18-21 
Below 18 .488 

Above 21 .259 

Above 21 
Below 18 .146 

Between 18-21 .259 

 

Interpretation: The results shows that different age groups are having p value greater than 

0.05 which means students with different age groups not holding different awareness about 

cybercrime against women. 

 

 Qualification-Awareness 

Table: 6 

ANOVA 

awareness   

 Sum of Squares Df Mean Square F Sig. 

Between Groups 1.501 2 .750 2.249 .108 

Within Groups 68.724 206 .334   

Total 70.224 208    



Ho4: There is no significance difference between the mean score of Awareness level for 

Qualification of Students of Higher Educational Institutions. 

Table: 8 

Test of Homogeneity of Variances 

awareness   

Levene 

Statistic 

df1 df2 Sig. 

2.875 3 206 .037 

 

Table: 9 

Robust Tests of Equality of Means 

awareness   

 Statistic
a
 df1 df2 Sig. 

Welch 1.653 3 11.049 .234 

a. Asymptotically F distributed. 

 

Interpretation: The significance value of  .234 which is more than 0.05 which means the 

null hypothesis should be accepted indicating that the awareness level of students of higher 

educational institutes are not different on the basis of their level of qualification. 

 

Conclusion: From the inferences drawn it can be said that different age group and 

qualification level do not affect the awareness about cybercrime. It means there is no 

significance difference of awareness level on the basis of age and qualification of students in 

respect of awareness about different dimensions of cybercrime.Another demographic 

variables gender &number of hours used on internet are significantly differing in terms of 

awareness about cybercrime. Awareness difference about cybercrime has also been found in 

the study conducted by Saroj Mehta &Vikram Singh (2013) and ShamimulHasan et.al. 

(2015). Thus gender differencesi.e. Male & Female and number of hours used on internet i.e. 

less or more than eight hours leads to variation in three dimensions of financial literacy. The 

study has many limitations. The study was conducted on the students of higher educational 

institutes thus it could not be applied on the awareness of housewives, working women, other 

students, wage earners and old age group people. The area of study was Delhi which has its 

own limitations. Only some demographic variables like age, numbers of hours used on 

internet qualification and gender have been taken in the study whereas income, family 



environment and stream of study could also be taken for study. All these limitations provide 

the future scope of study. 
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